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Security Threats and Attack Trends Report

1H05 In Review:  January 2005  to June 2005
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Phishing Emails Intercepted


Number of intercepted phishing attempts (provided by MessageLabs)
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Spam Percentage in Mail


Ratio of spam to legitimate email (provided by MessageLabs)
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Virus Ratio in Mail


Ratio of virus-laden email to legitimate email (provided by MessageLabs)
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Number of intercepted directed phishing attempts (provided by MessageLabs)
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Times of the day when events occur (provided by IBM Security Monitoring)
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Times of the week when events occur (provided by IBM Security Monitoring)
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Attacks by industry (provided by IBM Security Monitoring)
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Attacks by category (provided by IBM Security Monitoring)

[image: image10.png]Sup Viotaion e Jeusssommacks
1P_Fragment Overwrite_Data_fs [ 282007 Auacks
Windows LSASS RPC Overfiow [ 75.2701 Auacks

NSSL Control Overfiow [ arz79 Auacks

Halt.open Syn [——

Windows RPC Race Condiion Exp [ 1565594 Aacks
Content incorrect Exiension [ 1016129 Anacks
TCP Seqment Overwrie  []954328 Auacks
TCP_Port_Sweep [ let0441 Anacks
‘SendmailData_teader_overtiow 817191 Auacks
Windows_Regisuy Access  [e44815Auacks

S0L_SSAP.SiackBo 1559294 Auacks
NetSweep-ask [ 5520 Anacks

Net Sweep-Time [sorsz5Anacks
SysV_bin_login_Overfiow  [] 440962 Auacks
TCP.Hiack [ 429624 Anacks
Email_Virus_Suspicious Zp [_]421061 Auacks
SSH_Brute_Force 1384483 Auacks

Windows RPC DCOM Overflow [ 379069 Auacks
LongWebDAV_Request [ 377030 Anacks




Attacks by IDS signature (provided by IBM Security Monitoring)
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Source of attacks by country (provided by IBM Security Monitoring)
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Top 10 malware detected by family (provided by Martin Overton, IBM)

_69814280.unknown

