“Hacking the Homeland: Investigating Cybersecurity Vulnerabilities 

at the Department of Homeland Security”
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311 Cannon House Office Building 

On Wednesday, June 20, 2007, the Subcommittee on Emerging Threats, Cybersecurity, and Science and Technology will hold a hearing designed to identify the failures of the Department of Homeland Security to secure its own information networks.  The hearing will take place at 1:00 p.m. in 311 Cannon House Office Building.

I.
Witnesses

· Scott Charbo, Chief Information Officer, Department of Homeland Security

· Gregory Wilshusen, Director, Information Security Issues, Government Accountability Office
· Keith A. Rhodes, Director, Center for Technology and Engineering, Government Accountability Office 

II.
Background

· The House Homeland Security Committee has been conducting an investigation into DHS “cybersecurity incidents” reported to the DHS Security Operations Center.  The Committee requested information about reported incidents from all DHS components (TSA, ICE, CBP, HQ, etc.).  The Subcommittee will discuss the results of this investigation.

· The Subcommittee will begin examining specific incidents that occurred on DHS networks, including: rootkits, classified leaks, compromised websites, bot infections, unauthorized use of networks by contractors, and viruses.

· GAO will describe an engagement they completed for the Chairman on a specific DHS network that is “riddled with significant information security control weaknesses that place sensitive and personally identifiable information at increased risk of unauthorized disclosure.”

· The Subcommittee will discuss its concerns with “OneNet” – the Department’s effort to consolidate all networks under one roof.

· The Subcommittee will question the lack of IT security funding by CIO Scott Charbo.

· The Subcommittee will announce its intent to further investigate these incidents on contractor-run networks.

