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Key message #1: Millennial workers have differing attitudes regarding technology use and
adoption in a work environment, when compared to their older colleagues.

Millennial workers access ‘Web 2.0’ applications much more frequently at work than
‘other workers’: 66 percent percent of millennials regularly access Facebook/MySpace
(13 percent of ‘other workers); 75 percent of millennials access Web-based personal
email (54 percent of ‘other workers’), 51 percent access personal finance applications (27
percent of ‘other workers’), 46 percent regularly access instant messaging (22 percent of
‘other workers"), 38 percent access streaming audio/video (18 of ‘other workers’), 37
percent access photo sharing applications (17 percent of ‘other workers’), 33 percent
access iTunes (13 percent of ‘other workers’), 23 percent access gaming applications (14
percent of ‘other workers’).

When asked whether they feel entitled to use whatever application/device/technology
they would like, regardless of source or corporate IT policies, 69 percent of millennials
said yes (only 31 percent of ‘other workers’ fell into this category).

When asked to describe their technology usage at work, 69 percent of ‘other workers’
stick to company-issued devices/applications, while only 45 percent of millennials
indicated they stick to company-issued devices/applications.

23 percent of millennial workers will use whatever application or device they think will
maximize productivity, regardless of policy, while only 10 percent of ‘other workers’ have
this attitude.

75 percent of millennials have downloaded software on their work PC for personal use
(only 25 percent of ‘other workers’ have done so).

Millennials regularly store corporate data on personal devices: 39 percent on personal
PC (24 percent of ‘other workers’), 38 percent on personal USB drives (14 percent of
‘other workers’), 20 percent on personal hard drive (13 percent of ‘other workers’), 16
percent on personal smart phone (6 percent of ‘other workers’), 9 percent on device such
as an iPod (4 percent of ‘other workers’).

Millennials indicate they are slightly more productive because of new technologies: 54
percent say productivity has been at least slightly improved (42 percent of ‘other workers’
claim at least some productivity improvements).

Both groups see an average of 5-6 hours/week in time savings because of new
technologies.

Key message #2: IT managers largely feel they are doing an adequate job educating the
workforce, while many employees feel they are not adequately trained on their employer’s
policies around technology usage.

A least 50 percent of IT respondents have policies banning the following
applications/technologies: Facebook/MySpace/social networking sites, iTunes,
forums/chat rooms, streaming audio/video, and gaming applications. Millennials are
regularly accessing these applications (see bullet #1 in first section).

Only 57 percent of both groups think they have been trained on their company’s policy
regarding technology usage at work. 11 percent of millennials indicated they have been
trained, but do not follow policies (only 3 percent of ‘other workers’ fell in this category).
When asked whether they were familiar with the actions needed to secure corporate data
on personal devices, 80 percent of millennials said yes and 72 percent of ‘other workers’
said yes.

75 percent of corporate IT respondents have policies restricting corporate data and
information on personal devices. Millennials are regularly using these devices to store
corporate data (see bullet #6 above).



o 85 percent of corporate IT respondents indicate they have policies restricting
download/installation of software on work PCs for personal use. 75 percent of millennials
have downloaded software for personal use.

Key message #3: Corporate IT managers have identified an increase in their risk exposure
largely because of the millennial workforce and the new wave of technologies, and are taking
different approaches on the spectrum of choice vs. control.

e |T respondents have differing approaches for dealing with the new ‘millennial’ workforce.
36 percent have written new policies and enforce them regularly; 28 percent have relaxed
guidelines and allow more access of applications/devices, 36 percent have not revised
their policies in the past five years.

e When asked about technology usage that would be a ‘fireable’ offense, 50 percent
indicated gaming applications, 41 percent indicated streaming audio/video, 37 percent
indicated iTunes/music sites, 33 percent indicated chat rooms/forums, and 27 percent
indicated photo sharing applications.

e 89 percent of corporate IT managers have recognized at least some increase in risk in
the past five years.

e 67 percent of corporate IT manager respondents have at least considered restricting the
use of the latest wave of Web 2.0 applications and smart devices to increase
manageability.

e When asked about the perception that employees are entitled to use any
technology/device/application they would like, corporate IT respondents indicated the
perception exists primarily among millennial workers (36 percent). 17 percent indicated
‘other workers’ held this perception. 31 percent responded that this was the case with all
workers.

e 54 percent of IT respondents have recognized at least some benefit from the latest wave
of Web 2.0 application and personal smart devices among employees.

e 47 percent of IT respondents feel younger workers pose a moderate to significant new
challenge; 12 percent feel they are more risk savvy.

e 63 percent monitor employees’ online activity to determine if they are following policies
and restrictions.

Survey Specifics
e Survey conducted during March 2008 by Applied Research
e 600 respondents were surveyed
0 200 ‘Millennial’ workers (born during or after 1980)
0 200 ‘Other workers’ (born before 1980)
0 200 IT respondents

Call to Action
IT can implement the following IT Risk Management best practices to address the surging
millennial workforce:

e Awareness: A thorough assessment will reveal what technologies and practices
employees are using and why and will help educate IT across the board, including the
ClO. Assess IT risks and identify methods of control to limit inappropriate technologies
crossing personal/corporate boundaries. Recognize that ‘control’ of yester-year has
largely shifted to the ‘choice’ of today.

e Quantification of business impacts: Use your organizational assessment to
understand the potential risks posed by certain practices, and quantify the impact to the
business.

e Design remediation: Create a plan based on your organization’s risk profile and ease of
mitigation. IT may decide to restrict usage for certain applications, or may learn more
about the benefits of such technologies and allow usage under certain policies. Harness
the capabilities and proficiency of the millennial workers to architect a solution



encompassing three key pillars: technology, process, and people. Recognize that
coaching the millennial workforce is more effective than educating.

Implementation: Implement policies based upon alignment of business and IT value.
Establish education that is socially aligned with the audience. Use logic to communicate
the risk, solution, and benefit to your employees.

Governance: Ensure the proper controls are in place (i.e. identity management or data
loss prevention) and employees are aware of policies that will govern their technology
usage. Create an IT risk management culture, rather than a policy that amounts to a
repository of documents. Establish ‘ownership’ for the IT risk challenge and reward
appropriately (e.g. corporate-enabled networking usage, such as one-hour every Friday)



